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Preamble

The Government of the Kingdom of Sweden
and the Government of the Republic of South
Africa (hereinafter jointly referred to as the
“Parties” and in the singular as a “Party”);

WISHING to ensure the protection of Clas-
sified Information transferred for the purposes
of defence research, production and procure-
ment between the two countries or to commer-
cial and industrial organisations in either of the
two countries, through approved channels;

HEREBY AGREE as follows:

Oversiittning

Avtal mellan Konungariket Sveriges re-
gering och Republiken Sydafrikas re-
gering om utvixling av sekretessbelagd
information

Innehall

Ingress

Definitioner

Nationell lagstiftning och forfattnings-
enliga krav

Sekretessbeteckningar och behoriga
sdkerhetsskyddsmyndigheter

Inskrankningar i friga om utnyttjande
och rojande

Skydd av sekretessbelagd information

Raitt att ta del av sekretessbelagd
information

Formedling av sekretessbelagd
information

Besok

Kontrakt

Omsesidiga sikerhetsskyddsarrangemang
for industrin

Verkstillande av sikerhetskrav

Forlust eller fara

Kostnader

Andringar

Tvister

Uppsigning och dversyn

Ikrafttradande

Ingress

Konungariket Sveriges regering och Repu-
bliken Sydafrikas regering, nedan kallade par-
terna,

som oOnskar trygga skyddet av sekretessbe-
lagd information som utvixlas mellan de bada
landerna via godkénda kanaler for forskning pa
forsvarsomradet, tillverkning och anskaffning
eller for affirsdrivande och industriella enheter
i ettdera av de bada linderna,

har enats om f6ljande.



Article 1
Definitions

In this Agreement, unless the context other-
wise indicates:

“classified contract” means a contract whi-
ch contains or involves classified information;

“classified information” means any oral or
visual communication or electrical or electro-
nic transmission of a message, or material
which must for the sake of national security be
exempted from disclosure and must enjoy pro-
tection against compromise;

“contract” means an agreement legally
binding two or more Parties, creating and defi-
ning enforceable rights and obligations betwe-
en the Parties;

“contractor” means a natural or legal person
possessing the legal capacity to enter into con-
tracts;

“document” means any letter, note, minute,
report, memorandum, signal/message, sketch,
photograph, film, map, chart, plan, notebook,
stencil, carbon, typewriter ribbon, diskette, etc
or other form of recorded information (eg tape
recording, magnetic recording, punched card,
tape, etc);

“material” includes any item of machinery
or equipment or weapons either manufactured
or in the process of manufacture or document;

“National Security Authority (NSA)/ Desig-
nated Security Authority (DSA)” means the
Government Authority responsible for Defence
Security in each country;

“Originating Government” means the
Government of the country initiating the Clas-
sified Information as represented by the NSA/
DSA;

“Recipient Government” means the Govern-
ment of the country to which the Classified In-
formation is transmitted as represented by the
NSA/DSA.

Article 2
Domestic law and constitutional requirements

Notwithstanding any provision of this
Agreement, the Parties shall not be obliged to
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Artikel 1
Definitioner

Om inte annat framgdr av sammanhanget,
anvinds i detta avtal foljande definitioner:

— sekretessbelagt kontrakt: ett kontrakt som
innehéller eller foranleder sekretessbelagd in-
formation.

— sekretessbelagd information: muntlig eller
visuell formedling eller elektrisk eller elektro-
nisk overforing av ett meddelande eller mate-
rial som i den nationella sékerhetens intresse
maste vara undantaget frén réjande och som
maste skyddas mot att sttas i fara.

— kontrakt: en 6verenskommelse som ritts-
ligt binder tv4 eller flera parter och som skapar
och definierar verkstdllbara rittigheter och
skyldigheter mellan parterna.

— leverantor: en fysisk eller juridisk person
som dr behorig att ingd avtal med rittsligt bin-
dande verkan.

— handling: skrivelse, anteckning, protokoll,
rapport, promemoria, signal, meddelande, teck-
ning, fotografi, film, karta, grafisk framstall-
ning, plan, anteckningsbok, stencil, karbonpap-
per, skrivmaskinsband, diskett, med mera eller
annan form av bevarad information (exempel-
vis bandinspelning, magnetisk upptagning, hal-
kort, ljudband etc.).

— material: omfattar alla enheter av maskine-
11, utrustning och vapen, savil redan tillverkade
som under tillverkning eller i form av handling.

—  nationell  sdkerhetsskyddsmyndighet
(NSM)/behérig sdkerhetsskyddsmyndighet
(BSM): den statliga myndighet i vardera landet
som dr ansvarig for forsvarsmaktens siker-
hetsskydd.

— ursprungspart: regeringen i det land som
dr upphovsman till den sekretessbelagda infor-
mation for vilken NSM/BSM ir ansvarig.

— mottagarpart: regeringen i det land till vil-
ket den sekretessbelagda information formed-
las for vilken NSM/BSM ir ansvarig.

Artikel 2
Nationell lagstiftning och forfattningsenliga krav

Ingen bestimmelse i detta avtal skall tvinga
en part att vidta en atgird med stod av avtalet
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take any action in terms of this Agreement if
such action may be contrary to their domestic
law or their constitutions.

Article 3

Comparative security classifications and
competent security authorities

(1) The Government Authorities designated
to be responsible for this aspect of Defence
Security in each country are the following:

(a) For Sweden

(i) The NSA in Sweden responsible for
Defence Security issues is:
Forsvarsmakten
(The Swedish Armed Forces)
Headquarters
Military Intelligence and Security (MUST)

SE-107 86 STOCKHOLM, Sweden
Phone no: +46-8-788 7500
Fax no: +46-8-788 8263
(i) The DSA in Sweden responsible for
Defence Security associated with Defence
material is:
Forsvarets Materielverk
(The Swedish Defence Material Administra-
tion)
Security
SE-115 88 STOCKHOLM, Sweden
Phone no: +46-8-782 4000
Fax no: +46-8-660 2251

(b) For South Africa
(1) The NSA in the Republic of South Africa
responsible for Defence Security is:
Chief of Defence Intelligence
Private Bag X367
PRETORIA 0001
REPUBLIC OF SOUTH AFRICA
Phone no: +27-12-315 0911
Fax no: +27-12-315 0137
(i1) The DSA in the Republic of South Africa
responsible for Defence Security associated
with Defence material is:
Chief Executive Officer Armscor Counter-
intelligence
370 Nossob Street
Cor Delmas Ave & Nossob Street

som strider mot dess nationella lag eller grund-
lag.

Artikel 3

Sekretessbeteckningar och behériga
sdkerhetsskyddsmyndigheter

1. Behoriga statliga myndigheter for for-
svarsmaktens sikerhetsskydd i respektive land
ar foljande:

a) For Sveriges del:

1) Den NSM som ir ansvarig for forsvars-
maktens sdkerhetsskydd ér:
Hogkvarteret,

militdr underrittelseverksamhet och sikerhet
(MUST),

adress: SE 107 86 Stockholm,

telefon +46 8 788 7500

fax +46 8 788 8263.

ii) Den BSM som ir ansvarig for siker-
hetsskyddet med avseende pé forsvarsmateriel
ar:

Forsvarets Materielverk,
Sikerhetsskyddet,

SE 115 88 Stockholm,
telefon +46 8 782 4000,
fax +46 8 660 2251.

b) For Sydafrikas del:

i) Den NSM som ir ansvarig for forsvars-
maktens sikerhetsskydd ér:

chefen for forsvarets underrittelsetjanst

Private Bag X367,

Pretoria, 0001

Sydafrika,

telefon +27-12-315 0911,

fax +27-12-315 0137.

ii) Den BSM som ir ansvarig for siker-
hetsskyddet med avseende pé forsvarsmateriel
ar:
chefen for Armscor Counterintelligence,

370 Nossob Street,
Cor Delmas Avenue & Nossob Street,



Erasmuskloof Extension 4
PRETORIA, SOUTH AFRICA
Phone no: +27-12-428 3555
Fax no: +27-12-347 0111

(2) The Security Classifications (protective
markings) and their equivalents in the two
countries are:

In Sweden In South Africa
KVALIFICERAT HEMLIG  TOP SECRET
HEMLIG SECRET
HEMLIG CONFIDEN-
TIAL
RESTRICTED

(3) The South African classification of “Re-
stricted” shall be treated as “unclassified” by
the Swedish Party.

(4) As a general rule, the levels referred to
above are to be considered as equivalent. (For
example, a CONFIDENTIAL document passed
to Sweden is to be transmitted, handled, stored
and located in a manner which will afford the
same protection as that given to a Swedish
HEMLIG document).

(5) On occasion either Party may ask the
other to afford protection at a higher level but
not at a lower level than the classification indi-
cated. Swedish classified information to be
transmitted to the Republic of South Africa
shall, where possible, be marked both with the
Swedish security classification and the corre-
sponding South African classification.

Article 4
Restrictions on use and disclosure

(1) Without prior consultation, recipients
shall not disclose or use, or permit the disclo-
sure or use or, any classified information ex-
cept for purposes and within any limitations
stated by or on behalf of the Originating
Government.

(2) The Recipient Government shall not pass
or disclose to a Government official, contrac-
tor, contractors employee or to any other per-
son holding the nationality of any third
country, or to any international organisation,
any classified information, supplied under the
provisions of this Agreement, nor shall it

SO 2000: 71

Erasmuskloof Extension 4,
Pretoria, Sydafrika,
telefon +27-12-428 3555,
fax +27-12-347 O111.
2. Sekretessbeteckningarna och deras mot-
svarigheter i de bada linderna &r foljande:

Sverige Sydafrika
KVALIFICERAT HEMLIG TOP SECRET
HEMLIG SECRET
HEMLIG CONFIDEN-
TIAL
RESTRICTED

3. Den sydafrikanska sekretessbeteckningen
RESTRICTED skall av Sverige behandlas som
UNCLASSIFIED.

4. Allmint skall gilla att sekretessbeteck-
ningarna skall betraktas som likvérdiga. (Ex-
empelvis skall ett dokument klassat CONFI-
DENTIAL, som overfors till Sverige, for-
medlas, hanteras, lagras och placeras pa ett sitt
som ger samma skydd som ett svenskt doku-
ment betecknat HEMLIG.

5. Vid behov fér den ena parten begira att
den andra parten ger sekretesskydd pd hogre
men inte pd ldgre nivd dn den angivna sekre-
tessnivan. Svensk sekretessbelagd information
som skall formedlas till Sydafrika skall, dér sa
ar mojligt, midrkas med bade svensk och mot-
svarande sydafrikansk sekretessbeteckning.

Artikel 4

Inskrénkningar i fraga om utnyttjande och ro-
jande

1. En mottagare fir inte utan foregdende
samrad roja eller utnyttja eller tillita rojande
eller utnyttjande av sekretessbelagd informa-
tion, utom for de andamal och med de begrins-
ningar som angivits av ursprungsparten eller pa
dennas vignar.

2. Mottagarparten far inte till en offentlig
tjdnsteman, en leverantdr, dennas anstillda el-
ler ndgon annan person som dr medborgare i
tredje land, eller till internationell organisation
formedla eller roja sekretessbelagd information
som den mottagit i enlighet med bestimmelser-
na i detta avtal eller offentligen roja sekretess-
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publicly disclose any classified information
without the prior written permission of the
Originating Government.

(3) Nothing in this Agreement shall be taken
as an authority for, or govern the release, use,
exchange or disclosure of intellectual property
rights until the specific written authorisation of
the owner of these rights has first been obtain-
ed, whether the owner is one of the Parties or a
third party.

Article 5
Protection of Classified Information

(1) The Originating Government shall ensu-
re that the Recipient Government is informed
of:

(a) the classification of the information and
of any conditions of release or limitations on its
use, and that documents are so marked; and

(b) any subsequent change in classification.

(2) The Recipient Government shall:

(a) in accordance with its domestic law and
regulations afford the equivalent level of secu-
rity protection to classified information as is
afforded by the Originating Government. The
Receiving Party shall take all steps legally
available to it to keep transmitted classified in-
formation free from disclosure under any legis-
lative provision; and each Party shall maintain
accountability and control procedures to mana-
ge the dissemination of, and access to, trans-
mitted classified information;

(b) ensure that classified information is
marked with its own classification in accordan-
ce with Article 3; and

(c) ensure that classifications are not altered,
except as authorised in writing by or on behalf
of the Originating Government.

(3) In order to achieve and maintain compar-
able standards of security, each NSA/DSA
shall, on request, provide to the other informa-
tion about its security standards, procedures
and practices for safeguarding classified infor-
mation, and shall for this purpose facilitate vi-
sits by the competent Security Authorities.

belagd information utan foregdende skriftligt
tillstdnd av ursprungsparten.

3. Ingenting i detta avtal skall tolkas som ett
bemyndigande att tillkinnage, utnyttja, utvixla
eller roja immateriell dganderitt forran sérskilt
skriftligt tillstind har erhallits av réttsinnehava-
ren, oberoende av om denna &r en av parterna
eller tredje man.

Artikel 5
Skydd av sekretessbelagd information

1. Ursprungsparten skall tillse att mottagar-
parten underrittas om

a) informationens sekretessgrad och andra
villkor for dess tillkinnagivande eller begrins-
ningar i frdga om utnyttjande och att informa-
tionen dr mirkt pa detta sitt, samt

b) eventuella senare dndringar av sekretess-
grad.

2. Mottagarparten skall,

a) i enlighet med sina nationella lagar och
bestimmelser, ge sekretessbelagd information
ett sikerhetsskydd som ar likvérdigt med det
skydd som ursprungsparten ger. Mottagarpar-
ten skall vidare vidta alla atgidrder som lagligen
star den till buds for att tillse att mottagen
sekretessbelagd information inte rjs med stod
av lagbestimmelser. Vardera parten skall ha re-
gistrerings- och kontrollférfaranden for att han-
tera spridning av och tillgdng till mottagen
sekretessbelagd information.

b) Mottagarparten skall tillse att sekretessbe-
lagd information &sétts dess egen sekretessbe-
teckning i enlighet med artikel 3.

c) Mottagarparten skall vidare tillse att
sekretessbeteckningar inte @ndras utan skrift-
ligt tillstdnd av ursprungsparten eller pa dennas
vagnar.

3. For att uppné och bibehalla likvirdigt si-
kerhetsskydd, skall parternas NSM/BSM efter
anmodan ldmna varandra upplysningar om sina
normer och forfaranden och sin praxis avseen-
de skydd av sekretessbelagd information och
skall i detta syfte underlitta besok fran varand-
ra.



Article 6
Access to classified information

Access to classified information shall be
limited to those persons who have a “need to
know” and who have been security cleared by
the recipient NSA/ DSA, in accordance with
their national standards, to the level appropria-
te to the classification of the information to be
accessed.

Article 7
Transmission of classified information

(1) Classified information at South African
CONFIDENTIAL/SECRET and Swedish
HEMLIG levels will be transmitted between
the two countries in accordance with the natio-
nal security regulations of the Originating
Government. One route will be through official
diplomatic Government to Government
channels, but other arrangements, such as hand
carriage and secure communications (encryp-
tion), may be established if mutually ac-
ceptable to both Parties. The Party receiving
transmitted information shall acknowledge its
receipt in writing.

(2) South African classified information at
the RESTRICTED level shall be transmitted in
accordance with the national security regula-
tions of the Originating Government.

(3) Classified information may be transmit-
ted between a Swedish company and a South
African owned company in Sweden or a South
African company and a Swedish owned com-
pany in the Republic of South Africa using the
national transmission rules applicable in the
country in which the companies are based. Re-
leases may only take place between companies
which hold the relevant facility and personnel
security clearances and where the information
has been previously approved for release to the
other country.

Article 8
Visits

(1) The prior approval of the NSA/ DSA of
the host country shall be required in respect of
visitors, including those on detached duty from
the other country, where access to classified in-
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Artikel 6
Rditt att ta del av sekretessbelagd information

Ratt att ta del av sekretessbelagd information
skall vara forbehdallen personer som har behov
av den i tjinsten och som har genomgétt siker-
hetsklarering av NSM/BSM i mottagarparten i
enlighet med dennas nationella normer f6r den
sekretessnivd som motsvarar sekretessgraden
hos den information varav del skall tagas.

Artikel 7
Foérmedling av sekretessbelagd information

1. Sekretessbelagd information med sydafri-
kansk beteckning CONFIDENTIAL eller SEC-
RET och svensk beteckning HEMLIG skall
formedlas mellan de béda ldnderna i enlighet
med ursprungspartens sidkerhetsskyddsfore-
skrifter. En kommunikationsvég dr via de offi-
ciella diplomatiska kanalerna mellan de bada
parterna, men andra arrangemang fér upprittas,
sdsom genom personligt overlimnande eller
via sikra kommunikationsmedel (sdsom kryp-
to), om de dr godtagbara for bada parter. Mot-
tagarparten skall skriftligen bekréfta mottagan-
det.

2. Sydafrikansk sekretessbelagd information
betecknad RESTRICTED skall formedlas i en-
lighet med ursprungspartens sidkerhetsskydds-
foreskrifter.

3. Sekretessbelagd information far férmed-
las mellan ett svenskt foretag och ett Sydafrika-
gt foretag i Sverige eller ett sydafrikanskt fo-
retag och ett svenskdgt foretag i Sydafrika med
tillimpning av de regler for réjande som giller
i det land dir foretagen &dr baserade. Rojande
far endast ske mellan foretag som har genom-
gétt erforderlig sdkerhetsklarering for anlidgg-
ningar och personer samt pa villkor att infor-
mationen har godkints for réjande till det andra
landet.

Artikel 8
Besok

1. Forhandstillstind av NSM/BSM i motta-
garlandet erfordras for besokare, inbegripet be-
sokare som dr detacherade frin det andra lan-
det, i de fall tillgang till sekretessbelagd infor-
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formation or to defence establishments or de-
fence contractor premises engaged in classified
work is necessary. Requests for such visits
shall be submitted through the respective Em-
bassies.

(2) Requests shall include the following in-
formation:

(a) name of proposed visitor, date and place
of birth, nationality and passport number;

(b) official status of the visitor together with
the name of the establishment, company or or-
ganisation which the visitor represents or to
which the visitor belongs;

(c) certificate indicating the level of security
clearance of the visitor;

(d) name and address of the establishment,
company or organisation to be visited;

(e) name and status of the person(s) to be
visited, if known;

(f) purpose of the visit; and

(g) date of the visit and in cases of recurring
visits the total period covered by the visits.

(3) All visitors shall comply with the securi-
ty regulations of the host country.

(4) Visit requests should be submitted to the
Recipient Government in accordance with the
normal procedures of the Recipient Govern-
ment. Short notice visits can be arranged in
urgent cases by special, mutually determined,
arrangements.

(5) In cases involving a specific project or a
particular contract it may, subject to the appro-
val of both Parties, be possible to establish
Recurring Visitors Lists. These lists shall be
valid for an initial period not exceeding 12
months and may be extended for a further pe-
riod of time (not to exceed 12 months) subject
to the prior approval of the Competent Security
Authority. They should be submitted in accord-
ance with the normal procedures of the Reci-
pient Government. Once a list has been ap-
proved, visit arrangements may be made
directly between the establishments or com-
panies involved in respect of listed individuals.

(6) Any information which may be provided
to visiting personnel, or which may come to the
notice of visiting personnel, shall be treated by

mation eller tilltrade till forsvarsanlaggningar
eller till anldggningar tillhoriga leverantorer av
sekretessbelagd forsvarsmateriel —erfordras.
Framstillning om tillstind f6r sddana besok
skall goras pa diplomatisk vig.

2. En framstéllning skall innehdlla foljande
upplysningar:

a) BesOkarens namn, fodelsetid, fodelseort,
medborgarskap och passnummer.

b) Besokarens officiella stillning och nam-
net pa den anldggning, det foretag eller den or-
ganisation som besokaren foretrider eller till-
hor.

c) Intyg som utvisar besokarens grad av si-
kerhetsklarering.

d) Namn och adress pa den anldggning, det
foretag eller den organisation som skall beso-
kas.

e) Namn pé den eller de personer som skall
besokas och deras stillning, om dessa uppgifter
ar kénda.

f) Andamalet med besoket.

g) Tid for besoket. Vid aterkommande besok
skall hela besoksperioden anges.

3. Besokare dr skyldiga att folja véirdlandets
sikerhetsskyddsbestimmelser.

4. Framstidllningar om besok bor 6verldmnas
till mottagarparten i enlighet med dennas nor-
mala forfaranden. Besok med kort varsel kan i
brédskande fall anordnas genom sérskilda avta-
lade arrangemang mellan parterna.

5. I frdga om ett visst projekt eller kontrakt
far det vara mojligt att, med bada parters god-
kidnnande, gora upp forteckningar dver perso-
ner som skall gora dterkommande besok. Séda-
na forteckningar skall gilla for en forsta period
om hogst tolv ménader som far forldngas, dock
ej langre tid 4n tolv manader, under forutsitt-
ning att NSM/BSM har givit sitt godkdnnande i
forviag. Forteckningarna bor overldmnas i en-
lighet med mottagarpartens normala forfaran-
den. Nir en forteckning har godkénts, far be-
soksarrangemangen goras upp direkt mellan de
berorda anldggningarna eller foretagen med av-
seende pd personer som stdr upptagna i for-
teckningen.

6. Information som kan ldmnas till besokare,
eller som kan komma till deras kéinnedom,
skall av dem behandlas som mottagen i enlig-



them as if such information had been furnished
pursuant to the provisions of this Agreement.

Article 9
Contracts

(1) When proposing to place, or authorising
a contractor in its country to place a contract
involving classified information with a con-
tractor in the other country the Originating
Government shall obtain prior clearance from
the NSA/ DSA of the other country that the
proposed contractor is security cleared to the
appropriate level and also has appropriate secu-
rity safeguards to provide adequate protection
for classified information. The security clear-
ance shall carry a safeguard that the security
conduct by the cleared contractor shall be in
accordance with national security rules and re-
gulations and be monitored by his NSA/ DSA.

(2) The Competent Security Authority shall
ensure that contractors who receive contracts
due to their security clearances pursuant to
Article 9(1), are aware of the following pro-
visions:

(a) the definition of the term “classified in-
formation” and of the equivalent levels of secu-
rity classification of the Parties in accordance
with the provisions of this Agreement;

(b) the names of the Government Authority
of each of the two countries empowered to
authorise the release and to coordinate the safe-
guarding of classified information related to the
contract;

(c) the channels to be used for the transfer of
the classified information between the Govern-
ment Authorities and/ or contractors involved;

(d) the procedures and mechanisms for com-
municating the changes that may arise in re-
spect of classified information either because
of changes in its security classification or be-
cause protection is no longer necessary;

(e) the procedures for approval of visits, ac-
cess or inspection by personnel of one country
to companies of the other country are covered
by the contract;

(f) an obligation that the contractor shall dis-
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het med bestimmelserna i detta avtal.

Artikel 9
Kontrakt

1. Nér ursprungsparten avser att gora en be-
stillning, eller bemyndiga en leverantor i sitt
land att gora en bestillning, som innefattar
sekretessbelagd information hos en leverantor i
det andra landet, skall den i forvig begira si-
kerhetsklarering frdin NSM/BSM i det andra
landet som utvisar att den avsedda leveranttren
ar sikerhetsklarerad upp till den erforderliga
nivén och har tillrdckliga sdkerhetsanordningar
for att ge sekretessbelagd information erforder-
ligt skydd. I intyget om sikerhetsklarering
skall ingd en forsdkran att den klarerade leve-
rantorens sekretessbeteende skall std i Gverens-
stimmelse med nationella sekretesslagar och -
bestimmelser och overvakas av dennas NSM/
BSM.

2. Vederborande NSM/BSM ir skyldig att
tillse att leverantorer som fér bestillningar som
omfattas av deras sikerhetsklarering i enlighet
med punkt 1 i denna artikel 4r medvetna om
foljande:

a) Definitionen av termen sekretessbelagd
information och likvdrdiga nivder for sekre-
tessbeteckningar i de bada parterna enligt detta
avtal.

b) Namnen pé de bada lindernas myndighe-
ter som &r behoriga att ge tillstand till rojande
och samordning av skyddet av sekretessbelagd
information som ror ett kontrakt.

¢) Kanaler som skall anviandas for formed-
ling av sekretessbelagd information mellan de
berérda myndigheterna och/eller leverantorer-
na.

d) Forfaranden och mekanismer for att med-
dela eventuella fordndringar gillande sekre-
tessbelagd information, antingen nér det géller
sekretessbeteckning eller att skydd inte ldngre
behovs.

e) Formaliteter for beviljande av besokstill-
stdnd, tilltride eller inspektion for personer
frén det ena landet avseende foretag i det andra
landet som omfattas av ett kontrakt.

f) Att leverantdren forbinder sig att inte rdja
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close the classified information only to a per-
son who has previously been cleared for ac-
cess, who needs to know, and is employed on
or engaged in, the carrying out of the contract;

(g) an obligation that the contractor shall not
disclose the classified information or permit it
to be disclosed to any person not expressly
cleared in writing by his NSA/DSA to have
such access; and

(h) an obligation that the contractor shall im-
mediately notify his NSA/ DSA of any actual
or suspected loss, leak or compromise of the
classified information of this contract.

(3) The Competent Security Authority of the
Originating Government shall pass two copies
of the relevant parts of the classified contract to
the Competent Security Authority of the Reci-
pient Government, to allow adequate security
monitoring.

(4) Each contract shall contain guidance on
the security requirements and on the classifica-
tion of each aspect or elements of the contract.
In Sweden this guidance will be set out in se-
parate Security Agreements. In the Republic of
South Africa this guidance will be contained in
specific security clauses as set out in Project
Security Guidelines. These guidelines must
identify each classified aspect of the contract,
or any classified aspect which is to be generat-
ed by the contract, and allocate to it a specific
security classification. Changes in the require-
ments or to the aspects or elements will be no-
tified as and when necessary and the Originat-
ing Government will notify the Recipient
Government when all the information has been
declassified.

Article 10
Reciprocal industrial security arrangements

(1) Each NSA/ DSA shall declare the securi-
ty status of a company’s premises in its country
when requested by the other Party. Each NSA/
DSA shall also declare the Security Clearance
status of one of its nationals when so requested.
These notifications shall be known as Facility
Security Clearance (FSC) and Personnel Secu-
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sekretessbelagd information till andra personer
4n sddana som har sikerhetsklarerats med av-
seende pa ritt att ta del av informationen, som
har behov av den i tjdnsten och som ir anstill-
da eller anlitade for att genomfora ett kontrakt.

g) Att leverantoren forbinder sig att inte roja
sekretessbelagd information eller tillata att sd-
dan information rojs for personer som saknar
skriftligt tillstdnd att ta del av den utfdrdat av
personens NSM/BSM.

h) Att leverantoren dr skyldig att omedelbart
meddela sin NSM/BSM verklig eller befarad
forlust eller liacka av sekretessbelagd informa-
tion som hor till ett kontrakt eller om informa-
tionen har utsatts for fara.

3. BSM i ursprungsparten skall verldmna
tva kopior av de berdrda delarna av ett sekre-
tessbelagt kontrakt till mottagarpartens BSM
for att mojliggora erforderlig sidkerhetsover-
vakning.

4. Varje kontrakt skall innehdlla anvisningar
om sekretessbestimmelserna och sekretessbe-
teckningarna for varje aspekt eller del av ett
kontrakt. For Sveriges del skall dessa anvis-
ningar anges i sérskilda sidkerhetsskydds-
overenskommelser. For Sydafrikas del skall
dessa anvisningar tickas av sirskilda siker-
hetsskyddsklausuler enligt riktlinjerna for pro-
jektsdkerhet. I védgledningen méste identifieras
varje sekretessbelagd aspekt av ett kontrakt, el-
ler varje sekretessbelagd aspekt som kommer
att genereras av detta, och dsittas en sarskild
sekretessbeteckning. Andringar i krav, aspekter
eller delar skall meddelas om och nir sa dr nod-
vindigt. Ursprungsparten skall meddela motta-
garparten ndr sekretessen for all information
har upphivts.

Artikel 10

Omsesidiga siikerhetsskyddsarrangemang for
industrin

1. Vardera partens NSM/BSM skall pa begi-
ran av den andra parten limna upplysningar
om sikerhetsldget for ett foretags lokaler i sitt
land. NSM/BSM skall ocksd pa begéran lamna
upplysningar om sikerhetsldget for sina med-
borgare. Dessa upplysningar bendmns siker-
hetsklarering for anldggningar (SKA) respekti-



rity Clearance (PSC) respectively.

(2) When requested the NSA/ DSA shall
establish the Security Clearance Status of the
company or individual which is the subject of
the inquiry and forward a security clearance if
the company or individual is already cleared. If
the company or individual does not have a
security clearance, or the security clearance is
at a lower security level than that which has
been requested, notification shall be sent that
the security clearance cannot be issued imme-
diately but that action is being taken to process
the request. Following a successful investiga-
tion, a security clearance will be provided
which will then permit a reciprocal security
clearance to be issued.

(3) A company which is deemed by the
NSA/DSA, in the country in which it is re-
gistered, to be under the ownership, control or
influence of a third country whose aims are not
compatible with those of the concerned
Government is not eligible for a security clear-
ance and the requesting NSA/ DSA shall be
notified accordingly.

(4) If either NSA/ DSA learns of any infor-
mation negatively influencing the security
clearance of an individual for whom a Person-
nel Security Clearance has been issued, it shall
notify the other NSA/ DSA of the nature of the
information and the action it intends to take, or
has taken. Either NSA/ DSA may request a
review of any Personnel Security Clearance
which has been furnished earlier by the other
NSA/ DSA, provided that the request is ac-
companied with an explanation. The requesting
NSA/ DSA shall be notified of the results of the
review and any subsequent action.

(5) If information becomes known which
raises doubts about the suitability of a reci-
procally cleared company to continue to have
access to classified information in the other
country then details of this information shall be
promptly notified to the NSA/ DSA to allow an
investigation to be carried out.

(6) If either NSA/ DSA suspends or takes ac-
tion to revoke a Reciprocal Security Clearance,
or suspends or takes action to revoke access
which is granted to a national of the other
country based upon a security clearance, the
other Party shall be notified and given the
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ve sikerhetsklarering for personer (SKP).

2. NSM/BSM skall pa begiran faststilla sta-
tus for sikerhetsklarering for foretag eller per-
son som dr foremadl for provning och dverséinda
intyg om sdkerhetsklarering, om foretaget eller
personen redan &r klarerad. Om foretaget eller
personen saknar intyg om sikerhetsklarering
eller om klareringen géller en ldgre sekretess-
grad dn den som har begirts, skall upplysning-
ar sdndas med innebord att intyg om siker-
hetsklarering inte omedelbart kan utfirdas,
men att tgirder héller pa att vidtas for att be-
handla framstédllningen. Om provningen ger
godkint resultat, skall intyg om sikerhetskla-
rering utfirdas, vilket sedan skall medge att in-
tyg om omsesidig sidkerhetsklarering utfardas.

3. Ett foretag som av NSM/BSM i det land
dir det dr registrerat bedoms sta under dgande,
kontroll eller inflytande av tredje land, vars syf-
ten inte dr forenliga med den berorda rege-
ringens syften, far sdkerhetsklarering inte utfér-
das och begidrande NSM/BSM skall under-
rattas.

4. Om endera NSM/BSM fér kinnedom om
en uppgift som negativt inverkar pa en persons
sikerhetsklarering for vilken en SKP har utfir-
dats, skall den meddela den andra NSM/BSM
om uppgiftens karaktidr och om de dtgédrder den
avser vidta eller har vidtagit. En NSM/BSM far
begira omprovning av en SKP som tidigare har
lamnats av den andra NSM/BSM, under forut-
sittning att framstillningen atf6ljs av en for-
klaring. Den begidrande NSM/BSM skall un-
derrittas om resultatet av omprovningen och
om dérav foranledda atgérder.

5. Om uppgifter framkommer som vicker
tvivel om ett Omsesidigt godkint foretags
lamplighet att fortsétta att fa tillgang till sekre-
tessbelagd information i det andra landet, skall
ndarmare detaljer om dessa uppgifter ofordrojli-
gen framforas till den beréorda NSM/BSM for
att mojliggora en undersokning.

6. Om endera NSM/BSM upphiver eller
vidtar dtgdrder for att dra in en 6msesidig si-
kerhetsklarering eller upphéver eller vidtar at-
girder for att dra in ett tillstdnd att ta del av
sekretessbelagd information som har beviljats
en medborgare i det andra landet med stéd av

11
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reasons for such an action.

(7) Each NSA/ DSA may request the other to
review any Facility Security Clearances, pro-
vided that their request is accompanied by the
reasons for seeking such a review. Following
this review, the requesting Authority shall be
notified of the results and shall be provided
with reasons supporting any decisions taken.

(8) If required by the other Party each NSA/
DSA shall cooperate in reviews and investiga-
tions concerning Facility and Personnel Securi-
ty Clearances.

Article 11
Implementation of security requirements

Implementation of security requirements can
be advanced through reciprocal visits by secu-
rity representatives of the Parties. Accordingly,
security representatives of the Parties, after
prior consultation, will be permitted to visit the
other Party, to discuss the security system of
the other Party.

Article 12
Loss or compromise

(1) In the event of a security breach involv-
ing loss of classified information or suspicion
that classified information has been disclosed
to unauthorised persons, the NSA/ DSA of the
recipient Party shall immediately inform the
NSA/ DSA of the originating Party in writing.

(2) An investigation shall be carried out im-
mediately by the Recipient Government (with
assistance from the Originating Government if
required) in accordance with the domestic law
and regulations in force in that country for the
protection of classified information. The Reci-
pient Government shall inform the Originating
Government about the circumstances, mea-
sures adopted and outcome of the investiga-
tions as soon as practicable.
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en sikerhetsklarering, skall den andra parten
underrittas och delges motiven for dessa atgér-
der.

7. Den ena NSM/BSM fér med en motiverad
framstéllning begira att den andra NSM/BSM
omprovar en SKA. Den begirande NSM/BSM
skall efter omprovningen underrittas om resul-
tatet av denna och delges de omstindigheter
som styrker ett eventuellt beslut.

8. Vardera partens NSM/BSM skall pa begi-
ran av den andra parten samarbeta vid omprov-
ningar och undersokningar avseende SKA och
SKP.

Artikel 11
Verkstdllande av sdkerhetskrav

Verkstillande av sdkerhetskrav kan framjas
genom Omsesidiga besok av parternas siker-
hetsrepresentanter. Diarfor skall dessa efter
samrad f4 tillatelse att besoka varandra for att
rddgora om varandras sidkerhetssystem.

Artikel 12
Forlust eller fara

1. I hédndelse av brott mot sékerheten som in-
nebir forlust av sekretessbelagd information,
eller misstanke om att sddan information har
rojts for obehoriga, skall mottagarpartens
NSM/BSM omedelbart skriftligen underritta
ursprungspartens NSM/BSM.

2. Mottagarparten skall omedelbart genom-
fora en undersokning (med bitride av ur-
sprungsparten om sd begérs) i enlighet med si-
na gillande lagar och bestimmelser om skydd
av sekretessbelagd information. Mottagarpar-
ten skall, s snart det dr praktiskt mojligt, un-
derritta ursprungsparten om omstindigheterna,
om vilka atgirder som vidtagits samt om resul-
tatet av undersokningen.



Article 13
Costs

Any and all costs incurred by a Party in the
application of the obligations in this Agreement
shall be borne by that Party.

Article 14
Amendments

This Agreement may be amended or supple-
mented in an Annexure after mutual consent in
writing from the Parties.

Article 15
Disputes

Any dispute regarding the interpretation or
application of this Agreement shall be resolved
by consultation between the Parties and shall
not be referred to any national or international
tribunal or third party for settlement.

Article 16
Termination and review

(1) This Agreement shall remain in force un-
til terminated by either Party giving the other
Party six months written notice of termination.
Both Parties shall remain responsible after ter-
mination for the safeguarding of all classified
information exchanged under the provisions of
this Agreement.

(2) Similarly, any classified information
which is exchanged under the cover of this
Agreement shall also be safeguarded, even
though its transmission may occur following
notice by either of the Parties to terminate.

(3) In the event of termination, solutions to
any outstanding problems will be sought by
consultation between the Parties.

(4) This Agreement shall be reviewed jointly
by the Parties within ten years after its effective
date or when necessary as agreed.

Article 17
Entry into force

This Agreement shall enter into force upon
signature by both Parties.
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Artikel 13
Kostnader

Alla kostnader som fororsakas av en part vid
tillimpningen av atagandena enligt detta avtal
skall tdckas av den parten.

Artikel 14
Andringar

Detta avtal kan #dndras eller forses med
tilldgg i en bilaga efter parternas skriftliga sam-
tycke.

Artikel 15
Tvister

Tvister om tolkningen eller tillimpningen av
detta avtal skall 16sas genom samrdd mellan
parterna och inte hinskjutas till nationell eller
internationell domstol eller tredje man for
l6sande.

Artikel 16
Uppscigning och éversyn

1. Detta avtal skall forbli i kraft tills det
skriftligen sdgs upp av ndgon av parterna med
sex manaders varsel. Sedan avtalet har upphort
att gilla, skall bdda parter vara ansvariga for
skyddet av sekretessbelagd information som
har utbytts i enlighet med dess bestimmelser.

2. Likaledes skall sekretessbelagd informa-
tion som utvixlats med stod av detta avtal
skyddas, dven om formedlingen har skett efter
det att ndgon av parterna har sagt upp avtalet.

3. I fall av uppsidgning skall utestdende fra-
gor soka losas genom samrdd mellan parterna.

4. Detta avtal skall ses dver av parterna ge-
mensamt inom tio ar efter dess ikrafttridande
eller i mén av behov, om s& dverenskoms.

Artikel 17
Ikrafttréddande

Detta avtal trdder i kraft nir bada parter
undertecknar det.

13
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In witness whereof the undersigned, being
duly authorised by their respective Govern-
ments, have signed and sealed this Agreement
in two originals, in the English language, each
text being equally authentic.

Done at Pretoria on this 2 day of June in this
year 2000.

For the Government of the Kingdom of
Sweden

Bo Heinebdck

For the Government of the Republic of South
Africa

M Lekota
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Till bekriftelse hdrav har undertecknade,
dartill vederborligen bemyndigade av sina re-
geringar, undertecknat detta avtal och forsett
det med sigill i tvd original pd engelska spré-
ket, varvid bada texter &r lika giltiga.

Upprittat i Pretoria den 2 juni 2000.

For Konungariket Sveriges regering

Bo Heinebdck

For Republiken Sydafrikas regering

M Lekota

Norstedts Tryckeri AB, Stockholm 2001









